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Linkage with Fundamental Changes in Enterprise Security Initiatives

CWE and CAPEC included in Control 

7 of the “Twenty Critical Controls for 

Effective Cyber Defense: Consensus 

Audit Guidelines”
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SC27 

WG3

Common Criteria v4 CCDB

• TOE to leverage CAPEC & 

CWE

• Also investigating how to 

leverage ISO/IEC 15026

NIAP Evaluation Scheme

• Above plus

• Also investigating how to 

leverage SCAP
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CVE Name:
2003-0109 

CVE Name:
2003-0352

CVE Name:
2003-0223

CVE Name:
2003-0228

CVE Name:
2003-0660

System 1
10.0.0.121

no yes no yes yes

System 2
10.0.0.122

no yes no no no

System 3
10.0.0.123

no yes no yes no

System 4
10.0.1.124

yes no yes no yes

System 5
10.0.2.125

yes no no no no

First Level Vulnerability Examination 

Results

OVAL109 OVAL296 OVAL66 OVAL321 OVAL198 
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“Revised Working” Malware Model
attack vector =

CVE id 2003-0109

(CWE-119)

network observable
symptoms

attack vector =

CVE id 2003-0352

(CWE-119)

machine-level observable
symptoms
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Correlate, Integrate, Automate

Threats

Vulnerabilities

Detection

Response
Platforms



High-level MAEC Overview
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MAEC Action Model
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Action Example
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MAEC Behavior Model



© 2010 MITRE

Basic Behavior Example



More Complex Behavior Example



MAEC Schema Overview – Initial Release
ActionType BehaviorType ObjectType

…



Dynamic Malware Analysis <-> MAEC
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Test Case: CWSandbox Output -> 

MAEC

Raw CWSandbox Output

MAEC 

XSD

Python 

XSD 

Bindings
MAEC XML



 Operational

 Analysis

– Help Guide Analysis 

Process

– Standardized Tool Output

– Malware Repositories

MAEC Use Cases

Tool

Tool



CYBEX focuses on cybersecurity information exchange between 

cybersecurity organizations

Cybersecurity

Information

acquisition

Cybersecurity

Organization

Cybersecurity

Information

use

Cybersecurity

Organization

Cybersecurity information exchange

Focus of CYBEX

Focus of CYBEX

Source : Yaana Technologies, X.cybex

International Telecommunications Union (ITU) Cyber Security 

Working Group is creating an exchange standard…
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ITU-T CYBersecurity EXchange Framework (CYBEX)



ITU-T Study Group 17 Question 4 – Cyber Security

Cyber Security Exchange Framework (CYBEX)

Identifier Title Current Text
X.cybief Cybersecurity Information Exchange Framework TD406
X.cybief.1 Guidelines for Administering the OID arc for cybersecurity information exchange TD406
X.cce Common Configuration Enumeration TD406
X.cee Common Event Expression TD406
X.chirp Cybersecurity Heuristics and Information Request Protocol TD406
X.cpe Common Platform Enumeration TD406
X.crf Common Result Format TD406
X.cve Common Vulnerabilities and Exposures TD405
X.cvss Common vulnerability scoring system TD412
X.cwe Common Weakness Enumeration TD406
X.cwss Common Weakness Scoring System TD406
X.dexf Digital evidence exchange file format C97
X.dpi Deep Packet Inspection Exchange Format TD406
X.gridf SmartGrid Incident Exchange Format TD406
X.oval Open Vulnerability and Assessment Language TD406
X.pfoc Phishing, Fraud, and Other Crimeware Exchange Format TD406
X.scap Security Content Automation Protocol TD406
X.teef Cyber attack tracing event exchange format C135, C129
X.xccdf eXensible Configuration Checklist Description Format TD406
X.cybief-[namespace], Cybersecurity Information Exchange Namespace C148
X.cybief-discovery Cybersecurity Information Exchange Discovery C145
X.capec Common Attack Pattern Enumeration and Classification TD406
X.iodef Incident Object Description Exchange Format TD406

Creating x.series standards to capture the 

correct and supported USE of the enumerated 

concepts and languages – effort stewardship 

and definition stays with originating 

organizations
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X.CVE

 X.CVE is a literal copy of CVE Compatibility 
Requirements from the CVE Web Site

– Changes to CVE Compatibility Requirements 
will be reflected as updates to X.CVE

– The CVE Editorial Board retains control of 
CVE

 X.CVE will put CVE in a more “recognized” 
standards body versus “The MITRE 
Corporation” without taking control of the 
content or the requirements on CVE usage 
from the CVE Editorial Board
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 Software Assurance Automation Protocol (SwAAP)

– For measuring & enumerating software 
weaknesses and the assurance cases.  

Common Weakness Enumeration (CWE), 

Common Attack Pattern Enumeration & Classification (CAPEC), 

Malware Attribute Enumeration & Characterization (MAEC), 

Common Weakness Scoring System (CWSS), 

OMG Software Assurance Evidence Metamodel (OMG SAEM), 

OMG Arguementation Metatmodel (OMG ARG), 

Software Assurance Findings Expression Schema (SAFES), 

NIST SAMATE‟s “Food Label”, 

OMG Structured Metrics Metamodel (OMG SMM), 

ISO “Assurance Case” 15026 (ISO 15026), 

OMG Knowledge Discovery Metamodel (OMG KDM), 

OMG Abstract Syntax Tree Metamodel (OMG ASTM)

• plus SCAP to capture “accredited” system CPEs and CCE settings?

• OVAL checks for capturing “finger print” of software applications to 

address supply-chain risk measurement?
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 Event Management Automation Protocol (EMAP)
– For reporting of security events.  Common Event Expression (CEE), 

Malware Attribute Enumeration & Characterization (MAEC), and Common 

Attack Pattern Enumeration & Classification (CAPEC).

 Enterprise Remediation Automation Protocol (ERAP)
– For automated remediation of mis-configuration & missing patches. 

Common Remediation Enumeration (CRE), Extended Remediation 

Information (ERI), Open Vulnerability and Assessment Language (OVAL), 

Common Platform Enumeration (CPE), and Common Configuration 

Enumeration (CCE).

 Enterprise Compliance Automation Protocol (ECAP)
– For reporting configuration compliance.  Asset Reporting Format (ARF), 

Open Checklist Reporting Language (OCRL), etc.

 Enterprise System Information Protocol (ESIP)
– For reporting of asset inventory information. Common Platform 

Enumeration (CPE), etc.

“Other” Automation Protocols (“O”AP)



 Incident Tracking and Assessment Protocol (ITAP)
– For tracking, reporting, managing and sharing incident information. Open 

Vulnerability and Assessment Language (OVAL), Common Platform 
Enumeration (CPE), Common Configuration Enumeration (CCE), Common 
Vulnerabilities and Exposures (CVE), Common Vulnerability Scoring 
System (CVSS), Malware Attribute Enumeration & Characterization 
(MAEC), Common Attack Pattern Enumeration & Classification (CAPEC), 
Common Weakness Enumeration (CWE), Common Event Expression 
(CEE), Incident Object Description Exchange Format (IODEF), National 
Information Exchange Model (NIEM), and Cybersecurity Information 
Exchange Format (CYBEX).

 Threat Analysis Automation Protocol (TAAP)
– For reporting and sharing structured threat information.  Malware Attribute 

Enumeration & Characterization (MAEC), Common Attack Pattern 
Enumeration & Classification (CAPEC), Common Platform Enumeration 
(CPE), Common Weakness Enumeration (CWE), Open Vulnerability and 
Assessment Language (OVAL), Common Configuration Enumeration 
(CCE), and Common Vulnerabilities and Exposures (CVE).

“Other” Automation Protocols (“O”AP)
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Questions?

ramartin@mitre.org




